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Senior cybersecurity professional with international experience across APAC, EMEA and the US, leading complex security environments, supporting 40k+ users and global teams of up to 30.  Combines strategic and technical leadership across cybersecurity strategy, risk, architecture, threat intelligence, vulnerability management and regulatory compliance, with responsibility for significant budgets, complex programmes and high-value client environments.  Actively looking to bring this experience to a senior cybersecurity leadership role within Technology, Finance or Biopharma and Lifesciences.

CORE EXPERTISE & CAPABILITIES

· Strategy & Governance: Cybersecurity, enterprise risk, security governance, project ownership and regional oversight.
· Technical Security: SASE, ZTNA, networks, cloud security and architecture, infrastructure protection. 
· Compliance & Assurance: K-ISMS, NIS2, CBDT, ISO27001, ISO42001, SOC 2, NIST CSF and CIS Security Controls.
· Threat Defence: Cyber threat intelligence, vulnerability assessment, penetration testing, security monitoring, fraud investigations and incident response.
· Commercial Management: High-value project delivery, budget ownership, investment planning, commercial decision-making and delivering value through strategic security initiatives.
· People & Performance: Global team management, talent development plans, performance monitoring, resource planning, onboarding and recruitment.
· Business Engagement: Senior leadership reporting, cross-functional working, client engagement and translating security requirements into practical business solutions.
· Technology & Platforms: Qualys (Threat Connect, WAS, VMDR), Palo Alto Prisma Access and Prisma Cloud, Zscaler ZIA/ZPA, CrowdStrike EDR (Falcon, Recon), Darktrace Antigena NDR, Wiz.io, Nessus, Google TI, Mandiant, Recorded Future, CyberArk PAM, SAST/DAST (JFrog, GitHub), Akamai WAF and CDN, Dragos.

PROFESSIONAL 	EXPERIENCE

THERMOFISHER SCIENTIFIC								    MAR 2017 - PRESENT

REGIONAL CHIEF INFORMATION SECURITY OFFICER, SINGAPORE				    SEPT 2022 - PRESENT	
· Scope & Scale: Direct security across 40K+ users in China, Korea, ANZ, SEATW and Japan, managing a matrixed team of up to 30 across APAC, EMEA and the US, covering security operations, digital forensics, fraud, architecture, cyber threat intelligence, vulnerability management and detection engineering, with projects valued at circa $10m annually.
· Regional Compliance: Navigate geopolitical and data sovereignty frameworks, overseeing compliance audits including K-ISMS in Korea, PIPL/MLPS in China, ISO27001, and DPDPA in India. 
· People Leadership: Manage and develop teams across complex global environments, setting direction, driving performance, developing talent and ensuring the right capability and support are in place across regions.
· Executive Engagement: Deliver quarterly QBRs to senior leadership on APAC cybersecurity posture, covering regional programs including K-ISMS, CBDT, and MLPS laws and client audits. 
· Enterprise Change: Directed a full China IT transformation, migrating from Akamai CDN to Tencent and replacing agent-based WAF with a Tencent SaaS-based WAF solution. 
· Risk Reduction: Reduced APAC network vulnerabilities from 100K+ critical and high-severity issues to fewer than 10K by engaging server and application owners. 
· ERP Modernisation: Migration of the APJ ERP system from a vulnerable legacy platform onto a secure new design.

KEY ACHIEVEMENTS

· Increased security posture from 85% to 95% for a TSMC audit supporting a customer relationship worth circa $500m. 
· Prevented a $500k fraudulent account transfer by identifying a lookalike domain and spoofed emails. 
· Directed security delivery for a major clinical trials project requiring a separate cloud environment and country-specific team, enabling expansion of the trial to one million citizens and generating revenue in excess of $7m USD

· DIRECTOR OF CYBERSECURITY OPERATIONS, CAMBRIDGE, UK				 MAR 2017 - SEPT 2022

· Scope & Scale: Accountable for the corporate security strategy and framework across a 45K-employee contract research organisation, developing and implementing global business security strategies and IRC playbooks, while managing a team of 30 people across multiple regions and a security budget of $12m USD.
· Global Team: Recruited APAC security network engineers to complete a global follow-the-sun support model, providing continuous security support across regions.
· People Leadership: Management of performance, development, resource planning and individual objectives, ensuring appropriate resource allocation, clear expectations and accountability for delivery.
· Business & Security Improvements: Managed a full business switch from a hybrid proxy solution to a complete cloud-based solution, and adopted Palo Alto Traps EDR to detect ransomware, malware and advanced threats.
· Security Operations: Initiated an in-house Security Center using Splunk SIEM, establishing centralised security monitoring and improving the identification and response to potential threats.
· Threat Intelligence: Onboarded Recorded Future CTI for dark web monitoring of critical assets including C-suite executives, with logs ingested into the SIEM.
· Network Security: Implemented a new Cisco ISE network access control solution utilizing 802.1x and fully upgraded the company's F5 architecture.
· Vulnerability Scanning: Directed a new vulnerability management program, deploying Qualys agents across all networked machines with monthly discovery scans.
· Audit Compliance: Participated in annual client audits of information security policies and best practices to meet third-party requirements, including those of Pfizer, GSK, and Eli Lilly.
· Infrastructure Migration: Migrated multiple VCMPs including LTM, GTM, ASM, and APM modules, expanding to incorporate AFM under central Big-IQ management.

KEY ACHIEVEMENTS

· Delivered combined annual savings of $1.2m through the selection of a new Palo Alto infrastructure and consolidation of firewall technology using Palo Alto and Wildfire threat intelligence services. 
· Secured ISO27001 certification across a number of clinical systems in 2020, strengthening the organisation's compliance position and supporting business with leading pharmaceutical companies.


SENIOR SECURITY CONSULTANT (FTC)							  NOV 2016 - MAR 2017
NATO, MONS, BELGIUM

· Scope & Scale: Headed a critical, specialist project at NATO HQ requiring the design and implementation of the Air Command and Control System (ACCS), with responsibility for a team of 5 military personnel, providing ongoing training in Threat Intelligence Analysis and Vulnerability Management.
· Infrastructure Protection: Managed perimeter security and vulnerability management for the ACCS infrastructure throughout the project lifecycle.
· Security Assurance: Provided vulnerability assessment and server location planning based on TEMPEST standards from system test and validation through the operational phase.
· Technical Scanning: Used a hybrid Qualys installation combining on-premises and cloud appliances, creating security profiles, locations and authentication mechanisms for network scanning.
· Patch Governance: Built a new vulnerability management programme and created operational guides, architectural diagrams, HLD/LLDs and a patching policy for operating system remediation within agreed time constraints.
· Controlled Environment: Adhered to strict physical security processes for all software and hardware entering the air-gapped, TEMPEST-regulated ACCS environment.
· Threat Assessment: Produced monthly threat intelligence reports based on NATO's Admiralty rating scores for source reliability and information credibility.

KEY ACHIEVEMENTS

· Implemented a fully air-gapped vulnerability management capability for the ACCS system, enabling vulnerabilities to be identified and remediated within a highly restricted, TEMPEST-regulated environment. 
· Designed a Threat Intelligence Platform enabling analysts to utilise OSINT (Open Source Intelligence) techniques and onboard intelligence from paid feeds including DarkOwl and Recorded Future.



SECURITY CONSULTANT								  	  JULY 2015 - NOV 2016
THALES, CAMBRIDGE, UK

· Scope & Scale: Directed the global network transformation, delivering security workstreams based on governance standards across a workforce of circa 50,000 employees and 40 locations. Led a team of 5 and delivered security projects valued at circa $5m USD, with frequent travel to offices in Miami, Sydney and Hong Kong.
· SIEM & Security Monitoring: Delivered a global SIEM solution using Splunk, supporting actionable alerts across EMEA, US and APAC regions, integrating intelligence feeds from FireEye/Bluecoat proxy appliances, AD, DHCP, DNS servers, PAM, Intune, AWS CloudTrail, EDR and Firewall logs.
· Endpoint Security: Deployed Bromium intrusion prevention across laptops and servers, integrating endpoint logs and CrowdStrike threat intelligence to identify malicious processes and reduce signature updates.
· Vulnerability Scanning: Installed Qualys Guard virtual appliances to identify Level 4 and 5 vulnerabilities.
· Firewall Controls: Improved rule management by introducing Firemon, a dedicated firewall management system.
· Identity & Access: Deployed a full identity and access management solution using Palo Alto NSX with role-based access control and micro-segmentation between VMs.
· Network & Infrastructure: Established secure AD authentication and network segmentation across user, resource and administrator zones using Riverbed WAN optimisation, while isolating proprietary HSMs from the internet.

KEY ACHIEVEMENTS

· Developed security for onboarding Hardware Security Modules (HSMs) used across banking systems, isolating the infrastructure while maintaining vulnerability management through a local VM platform and controlled USB transfer.
· Drove project delivery through clear objectives, stakeholder alignment and effective management upwards, building collaborative teams that consistently met deadlines without micromanagement.

SECURITY CONSULTANT									    JAN 2012 - JUN 2015
VANQUIS BANKING GROUP, LONDON, UK

· Scope & Scale: Directed the Group’s first PCI/DSS v2 compliance programme, defining the scope of the systems and their access, covering over 100 Level 1 servers and circa 250 systems. Managed a team of 5 responsible for design and architecture, vulnerability management and remediation, identity and access management and auditing.
· CDE Mapping: Identified systems, applications, infrastructure, processes and third parties within the cardholder data environment, mapping data flows, dependencies and network connections to define PCI DSS scope.
· Gap Assessment: Coordinated detailed reviews against PCI DSS requirements, identifying control weaknesses, compliance risks and required remediation activities.
· Programme Management: Created and managed the programme roadmap, assigning accountable owners, setting delivery milestones, monitoring dependencies, and reporting progress to senior management.
· Security Controls: Worked with technical teams to implement security controls covering network segmentation, access management, encryption, vulnerability management, logging, monitoring, and secure configuration.
· Audit Readiness: Conducted reviews to confirm security controls were effective and evidence was complete and defensible.

KEY ACHIEVEMENTS

· Delivered the Group ROC (Report on Compliance), validating security controls through technical testing, quarterly external vulnerability scans and annual penetration testing, alongside self-assessments across Tier 2–4 systems.
· Managed complex scoping, identifying which systems required Tier 1 compliance and which could be self-assessed, with systems repeatedly moving between tiers as data requirements were reviewed.


EDUCATION & CERTIFICATIONS

· MBA in Cybersecurity (currently studying), EC-Council University
· Certified Ethical Hacker, EC-Council University
· Planning For Secure by Design AI, ISC2
· AI in Cybersecurity, ISC2
· Aligning With Global AI Regulations, ISC2



